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Disclaimer

The English translation of the General Terms and Conditions
of Purchase is provided for convenience only. In the event of

PFALZWERKE

any discrepancies or inconsistencies, the German version
shall prevail.

A. General section

1.
11

1.2

13

1.4

Basis; parties; order of precedence

The basis for orders placed by PFALZWERKE AKTI-
ENGESELLSCHAFT, Wredestral3e 35, 67071 Lud-
wigshafen am Rhein, Pfalzwerke Netz AG (ibid.) and
REPA GmbH Elektrotechnik, Rolf-Mller-Str. 15,
76829 Landau (hereinafter referred to as the “Client”)
to a supplier/contractor (hereinafter referred to as the
“Contractor”) are the following General Terms and
Conditions of Purchase (GTC) and any additional
terms and conditions expressly specified in the order.
The GPO apply to all current and future business rela-
tionships between the Client and the Contractor for the
order or commission (hereinafter uniformly referred to
as “Order”) and the purchase of goods, services, or
work. The GPO do not apply to natural persons who
conclude a legal transaction solely for a purpose that
cannot be attributed to their commercial or independ-
ent professional activities.

Orders and related agreements, modifications and
declarations must be made at least in text form, unless
another form is stipulated in a contract or by law. This
shall also apply to ancillary agreements or modifica-
tions.

The Contractor’s conflicting and/or deviating GTCs
shall not be acknowledged and shall not become part
of the contract, unless the Client expressly agrees to
the validity of the same at least in text form. In this
case, as well as in the case where special conditions
are separately agreed for certain orders, these GTCPs
shall be deemed to be subordinate and supplemen-
tary. These GTCPs shall also apply if the Contractor
performs the contract without reservation in the
knowledge that their terms and conditions conflict with
or deviate from the GTCPs. The Client’s acceptance of
a delivery or service from the Contractor shall not con-
stitute consent to the Contractor's General Terms and
Conditions. Silence in response to an order confirma-
tion from the Contractor that contains contradictory
statements made by the same shall not constitute
such consent either.

The contract consists of the individual agreement (e.g.
a framework agreement, if one has been concluded),
the order, and these General Terms and Conditions of
Purchase.. If the service to be provided by the Con-
tractor is to be regarded as a mixed contract, the focus
of the service shall be decisive.
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2.

The individual components of the contract shall be
deemed supplementary, or shall apply in the following
order of precedence if there are deviations or contra-
dictions:

The provisions set out in the individual contractual
agreement and/or the order;

Minutes of contract negotiations signed by both the
Client and the Contractor, if applicable (if there are
several minutes of negotiations, the more recent
ones take precedence over the older ones);

These GTCPs. Within these GTCPs, the provisions
set out in Section B shall take precedence for deliv-
ery services, the provisions set out in Section C
shall take precedence for services under work and
construction contracts, and the provisions set out in
Section D shall take precedence for IT services
over the provisions set out in Section A if and inso-
far as they are more specific or contradict the provi-
sions set out in Section A. Otherwise, they shall be
deemed supplementary to the provisions set out in
Section A;

The German Construction Contract Procedures
(VOB) in the version valid at the time the contract is
concluded if the contract includes construction work
and if the application of the VOB has been agreed;

The provisions set out in the German Civil Code
(BGB);
General regulations applicable to the contract, tech-
nical regulations and standards (as amended),
rules set down by the Employers’ Liability Insur-
ance Association and recognised engineering prac-
tices.
If there are contradictions between contractual docu-
ments of equal rank or within a contractual document,
the more specifically described version shall take prec-
edence in case of doubt. A contradiction in the afore-
mentioned sense shall not be deemed to exist if a sub-
ordinate component of the contract merely supple-
ments or substantiates a previous one. If the Client
has consented to the applicability of the Contractor’s
General Terms and Conditions (as set out in (1.3)) and
there are contradictions between them and these
GTCPs, the statutory provisions shall apply to the ex-
tent of the contradiction instead of the contradictory
terms and conditions.

Deadlines and delays

The delivery and performance times indicated in the
contract are binding. These bindingly agreed delivery
and performance times may only be extended or short-
ened by declaration of the Client at least in text form.
The Contractor undertakes to inform the Client without
delay, and at least in text form, if circumstances that
indicate that the agreed delivery and performance time
cannot be met arise or become apparent, and to indi-
cate a new deadline in agreement with the Client. The
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initially agreed deadlines shall continue to apply to the
assertion of the Parties’ claims, regardless of new
deadlines being named.

If the Contractor does not provide its service or does
not do so within the agreed delivery and performance
time, or if it is in default, the Client’s rights — in particu-
lar to withdraw from the contract and claim dam-

ages — shall be determined in accordance with the
statutory provisions. The regulations set out in 2.3
shall remain unaffected.

In the case of culpable delay by the Contractor, the
Client shall be entitled — in addition to further statutory
claims — to demand a contractual penalty of 0.2% of
the net order value according to the final invoice for
each day or part thereof of delay, but no more than 5%
of the net order value according to the final invoice.
The Client reserves the right to prove higher damages.
The contractual penalty shall be offset against any
higher claim for damages. The Contractor reserves the
right to prove that no damage at all or only substan-
tially less damage was incurred. If a contractual pen-
alty has been incurred, the Client shall be entitled to
offset this against the amount indicated on the final in-
voice. The acceptance of a delayed delivery or service
shall not constitute any waiver of claims for compensa-
tion.

The Contractor may only invoke the Client’s failure to
meet necessary and/or contractually agreed obliga-
tions to cooperate if these are not provided within a
reasonable period of time set by the Contractor de-
spite making a request in text form.

Remuneration and payment terms

Unless expressly agreed otherwise, the prices indi-
cated in the contract are fixed prices, plus VAT at the
statutory rate.

Each (partial) service must be invoiced without delay,
by means of a proper and verifiable invoice, indicating
the order number or, if no such order number exists,
indicating an order reference. All invoicing documents
(parts lists, proof of work, measurements, etc.) must
be enclosed. Invoices shall be sent electronically in a
single copy to the invoice email address indicated in
the contract. The Client can only process due invoices
if they comply with the statutory requirements, in par-
ticular the German Value Added Tax Act (UStG), and
meet the aforementioned requirements. If the afore-
mentioned information and/or documents are missing,
the Contractor shall not be authorised to assert the
claim in question against the Client. Down payment,
partial, partial final and final invoices shall be desig-
nated as such and numbered consecutively. Invoices
without a designation shall be treated as final invoices.

Payments made without reservation shall not consti-
tute acknowledgement, approval of a service, waiver
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of notifications of defect or recognition of terms and
conditions and prices.

Unless agreed otherwise, the invoice amount shall fall
due for payment 45 days after invoicing and delivery or
acceptance. The Client is entitled to a 3% discount if
they make payment within 30 days.

Service recipients; rights of use; intellectual prop-
erty rights

The service recipients are all users. ‘Users’ in this con-
text means an unlimited number of individuals who are
authorised by the Client to use the services. These in-
dividuals may, in particular, be customers and employ-
ees of the Client, as well as third parties who are com-
missioned or deployed by the Client and their employ-
ees.

The Client may use the services, including the underly-
ing patent and other intellectual property rights, without
restriction within the Pfalzwerke Group and for the ser-
vice recipients. This right of use shall also authorise
the Client or its authorised representatives to make
modifications and repairs to the services and also in-
cludes the use of illustrations, drawings, calculations
and other works that are made or developed by the
Contractor in the conclusion and execution of the con-
tract. For the purpose of maintenance and/or the re-
production of spare and reserve parts, the Client may
pass on the aforementioned documents to third par-
ties. The Contractor guarantees that the rights of third
parties, in particular those of its subcontractors, do not
conflict with the granting of the right of use and shall
indemnify the Client against any claims in this respect.
The Contractor guarantees that the delivery and use of
the services does not infringe any copyrights or other
intellectual property rights belonging to third parties.
The Contractor shall indemnify the Client, the
Pfalzwerke Group and all service recipients against
any claims asserted by third parties due to infringe-
ment of these rights, and shall otherwise hold them
harmless.

If third-party rights are infringed by the agreed deliver-
ies and/or services or by their use, the Contractor shall
either procure at its own expense the right to unen-
cumbered use for the Client or modify at its own ex-
pense the affected deliveries and/or services without
delay such that the affected deliveries and/or services
are made free of protection rights but still meet the re-
quirements defined in this contract. The Client’s further
claims and rights shall remain unaffected by this.
Liability

The statutory provisions shall apply to the Contractor’s
liability for damages if and insofar as there are no
more specific provisions made within these GTCPs or
a higher-ranking regulation. The Contractor shall be
responsible for the horizons of understanding of its vi-
carious agents as if they were its own employees.
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The Contractor shall indemnify the Client against all
third-party claims for damages asserted against the
latter in connection with its activities or those of its per-
forming or vicarious agents, unless the Contractor or
the performing or vicarious agents in question are not
responsible for the damage incurred. The Contractor is
not authorised to acknowledge third-party claims or
conclude agreements with third parties regarding such
claims without the Client’s written consent.

The Client shall be liable if the damage is based on an
intentional or grossly negligent breach of duty by the
Client, its legal representatives or its vicarious agents,
or if there is culpable injury to life and limb or harm to
health. For property damage and financial losses
caused by negligence, provided there is no gross neg-
ligence the Client shall only be liable in the case of a
breach of a material contractual obligation, but limited
in amount to the damage that is foreseeable at the
time the contract was concluded and that is typical for
the contract. Material contractual obligations are such
obligations, the fulfilment of which characterises the
contract and on which the Contractor can rely.

The aforementioned limitations of liability shall not ap-
ply insofar as the Client is liable under mandatory stat-
utory provisions, in particular the German Product Lia-
bility Act or the German Liability Act, as well as statu-
tory warranty claims asserted by the Contractor. The
same shall apply if the Client has assumed a guaran-
tee of quality or has fraudulently concealed a defect.

The above provisions do not involve a reversal of the
burden of proof.

Producer liability

If the Contractor is responsible for product damage, it
shall indemnify the Client against third-party claims to
the extent that the cause lies within the Contractor’s
sphere of control and organisation and the Contractor
itself is liable in relation to third parties.

As part of its indemnification obligation, the Contractor
shall reimburse expenses pursuant to Sections 683
and 670 of the BGB that arise from or in connection
with third-party claims, including recall actions carried
out by the Client. The Client shall inform the Contrac-
tor of the content and scope of recall measures — as
far as is possible and reasonable for it to do so — and
give the Contractor the opportunity to comment. Fur-
ther statutory claims shall remain unaffected.

Liability insurance

For the duration of the contract, including warranty pe-
riods and limitation periods for claims for defects, the
Contractor must maintain liability insurance cover with
conditions customary in the industry (with an appropri-
ate amount of coverage in relation to the order value).
The Contractor must provide proof to this effect in writ-
ing at the Client’s request by submitting the insurance

policy.
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8. Confidentiality; non-disclosure; naming references

8.1 The Contractor shall not disclose to third parties any
confidential information that it receives from the Client,
shall treat it as strictly confidential, and shall not make
it available to third parties. The Contractor shall main-
tain secrecy with respect to the information it receives,
exercising at least the same care that it uses to keep
its own information secret from third parties. The Client
may use all confidential information only for the pur-
pose and within the limits of the contract.

8.2  The Contractor may only make the confidential infor-
mation available to those of its own authorities or em-
ployees or the authorities or employees of the corpo-
rate group (Sections 15 et seq. of the German Stock
Corporation Act) who need to know the confidential in-
formation for the purpose of the contract (‘need-to-
know basis’). In so doing, the Contractor shall ensure
that the duty to maintain confidentiality is observed as
if the authorities themselves were bound by this agree-
ment, insofar as this is permissible under labour law.
This shall also apply to the period after any authority or
employee leaves the company.

8.3  The Contractor is also obligated to safeguard the con-
fidential information against unauthorised access by
third parties by taking appropriate confidentiality
measures and to comply with the statutory and con-
tractual provisions on data protection when processing
the confidential information. This also includes tech-
nical security measures adapted to the current state of
the art (Article 32 of the GDPR) and obligating employ-
ees to maintain confidentiality and observe data pro-
tection requirements (Article 28 (3) (b) of the GDPR).

8.4  Confidential information as defined by the contract is
all information (whether written, electronic, verbal, digi-
tally embodied or in any other form) that the Contractor
discloses to the Client for the purpose of the contract.
Confidential information includes trade secrets in ac-
cordance with Section 2 (1) of the German Act on the
Protection of Trade Secrets (GeschGehG) and all in-
formation that is expressly marked as confidential or is
to be treated as confidential by its nature. Information
that, by its nature, is to be treated as confidential par-
ticularly includes technical, organisational or economic
information, as well as information about the disclosing
party’s operations or business and research activities.

8.5 The following information does not constitute confiden-
tial information:

8.5.1 Information that, at the time of disclosure, was
known or generally accessible to the public or that
subsequently become such without any breach of a
duty to maintain confidentiality;

8.5.2 Information that was already demonstrably known
to the Contractor prior to disclosure by the Client
and without any breach of a duty to maintain confi-
dentiality;
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Information that the Contractor independently ob-
tained or developed without using or referring to the
disclosing party’s confidential information; or
Information that is handed over or made accessible
to the Contractor by an authorised third party with-
out any breach of a duty to maintain confidentiality.

Insofar as confidential information includes personal
data, the provisions set out in section 9. shall take
precedence.

The Contractor shall inform the Client without delay of
any indications of a breach of the above provisions.

The Client may withdraw from the contract either in
whole or in part if the Contractor fails to meet its obli-
gations under this section entitled ‘Confidentiality’
within a set reasonable period. Other legal conse-
guences of such breaches of duty shall remain unaf-
fected.

Any disclosure of existing business relationships with
the Client requires the Client’s prior consent in text or
written form. This shall also apply to the publication of
data in connection with this contractual relationship
with the Client.

Data protection

In accordance with statutory provisions, the Client
shall process personal data of the Contractor's em-
ployees, as well as any other data provided by the
Contractor in connection with this contractual relation-
ship entered into between the Client and the Contrac-
tor. If and to the extent necessary for the purposes of
Group-wide procurement, and if an appropriate legal
basis exists, data exchange may take place between
the companies of the Pfalzwerke Group. Detailed infor-
mation on such processing can be found in the Client’s
data protection information for suppliers and their con-
tacts.

The Contractor is obligated to inform its employees
who are involved in the implementation of the contrac-
tual relationship, in accordance with the data protec-
tion information for suppliers and their contacts that
the Client sent to it, of the fact that and the extent to
which the Client and other companies of the
Pfalzwerke Group process data belonging to the Con-
tractor’s employees. If the Contractor is a natural per-
son and — for example, as a sole trader — falls under
the protective purpose of data protection law, this in-
formation on the handling of their personal data shall
also apply to them.

If and insofar as the Contractor processes personal
data in fulfilment of its contractual obligations vis-a-vis
the Client, which was either disclosed or provided to
the former for the purpose of processing on the Cli-
ent’s behalf (order processing), for independent pro-
cessing or for processing by the Contractor and the
Client as joint controllers, the provisions set out in the
data protection annexes to the contract shall apply.

4712




9.4  The Contractor may not use or transmit personal data
that the Client has provided for the purposes of adver-
tising or market or opinion research, unless the Client
gives its express written consent to this effect or un-
less the agreed service explicitly stipulates this.

10. Information security

To ensure protection of the confidentiality, integrity and
effective availability of information and the associated
resources and methods, the Contractor undertakes to
comply with the obligations set out in the annex enti-
tled ‘Information security’.

11. Unbundling information and communication, free-
dom from discrimination and right to make final de-
cisions in matters relating to grid operation

11.1 The Contractor guarantees that it shall not disclose or
make accessible to entities in the field of energy pro-
curement / trading / sales or energy services / genera-
tion, or use for the benefit of these segments, any grid
client and grid information that it becomes aware of
from the grid operator (Pfalzwerke Netz AG) during its
activities and that is subject to the unbundling of infor-
mation within the Pfalzwerke Group and also within
Pfalzwerke Netz AG.

11.2 This shall not apply if there is a legal obligation to dis-
close or pass on the data and the grid user in question
has consented to the non-discriminatory disclosure or
passing on of their data. With regard to grid infor-
mation, this shall also not apply if it is to be disclosed
or made accessible for an objectively justified purpose
and this is done in a non-discriminatory manner.

11.3 The Contractor further guarantees that it always
clearly identifies for which role it will be working in rela-
tion to third parties. Pfalzwerke Netz AG’s technical
right to issue instructions and make final decisions
shall be observed in all matters relating to grid opera-
tion. Employees and any subcontractors shall be in-
structed accordingly.

11.4 For further explanation, please refer to PFALZWERKE
AKTIENGESELLSCHAFT’s and Pfalzwerke Netz AG’s
compliance programme.

12. Obligations after termination

12.1 Inthe case of termination of the contract, unless re-
quested otherwise by the Client and without being re-
guested to do so the Contractor shall return to the Cli-
ent or recipients specified by the Client, or instead de-
lete at the Client’s express request, all information
such as files, documents, electronically stored data
and records, including any copies that the Contractor
has received or made based on the contract. Electroni-
cally stored data particularly includes application data,
databases and database works, as well as data cre-
ated in the context of data backup and logging. It shall
either be provided in a market-standard format on
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electronic data carriers or transferred online according
to the Client’s wishes.

12.2 Subject to the applicable data protection regulations,
the Contractor may retain the information necessary
for asserting or defending against any claims until the
limitation period for the relevant claims expires. The
same shall apply to information that the Contractor
must retain due to a legal obligation incumbent upon it
for the duration of the relevant retention requirement.

12.3 Once the information indicated in (12.1) has been pro-
vided in full, or if the Client has dispensed with provi-
sion, and, if applicable, once the periods indicated in
(12.2) have elapsed, the Contractor shall — if it pro-
cesses copies of the same — delete this information
without delay and in accordance with data protection
regulations and notify the Client of such deletion in text
form.

12.4 The Contractor shall also take all action possible for it
to enable the uninterrupted, continued provision of the
orders following termination of the contract by the Cli-
ent or a third party. This particularly includes the obli-
gation to provide the Client or the third party with expe-
rience, expertise and knowledge in connection with the
previous service provision and otherwise to cooperate
in reconciling orders. In return, the Client undertakes
to pay the Contractor reasonable remuneration in ac-
cordance with the rules that the Parties most recently
agreed on, depending on the effort required. If no re-
muneration has been agreed for the services in ques-
tion, reasonable remuneration shall apply.

13. Compliance / environment / social responsibility /
supplier code

13.1 The Contractor undertakes to acknowledge the
PFALZWERKE GROUP’s supplier code. For existing
business relationships, it is assumed that our supplier
code is also recognised as part of a (follow-up) order.
The Contractor may only object to this in writing. We
would like to point out that, in this case, a procurement
decision may be reviewed and that this may have a
negative influence on the supplier rating.

13.2 The supplier code is available online at
pfalzwerke.de/lieferantenhinweise. At our request, the
Contractor shall provide evidence confirming compli-
ance with the framework conditions defined in the sup-
plier code.

14. Limitation period

14.1 The Parties’ mutual claims shall become statute-
barred in accordance with the statutory provisions, un-
less stipulated otherwise below.

14.2 Notwithstanding Section 468 (1) (3) of the BGB, the
general limitation period for claims for defects is three
years from the transfer of risk. If acceptance has been
agreed, the limitation period shall commence upon ac-
ceptance. The three-year limitation period shall also
apply accordingly to claims arising from defects of title,
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whereby the statutory limitation period for third-party
claims for restitution in rem (Section 438 (1) (1) of the
BGB) shall remain unaffected. Furthermore, claims
arising from defects of title shall not become statute-
barred as long as the third party can still assert the
right against the Client — in particular due to the ab-
sence of a limitation period.

14.3 The limitation periods set out in the UN Convention on
Contracts for the International Sale of Goods, including
the above extension, shall — to the extent permitted by
law — apply to all contractual claims for defects. Insofar
as we are also entitled to non-contractual claims for
damages due to defects, the regular statutory limita-
tion period (Sections 195 and 199 of the BGB) shall
apply, unless the application of the limitation periods
set out in the UN Convention on Contracts for the In-
ternational Sale of Goods leads to a longer limitation
period on a case-by-case basis.

15. Transfer of risk; transfer of ownership

15.1 Until acceptance, the duty to implement safety precau-
tions and the risk of accidental loss or accidental dete-
rioration shall remain with the Contractor. If there are
no plans for acceptance, the risk shall pass to the Cli-
ent after the delivery or service has been handed over
to the Client at the place of performance in accordance
with the contract.

15.2 Retentions of title by the Contractor shall only apply in-
sofar as they relate to the payment obligation for the
products in question to which the Contractor retains
the title. In particular, extended or prolonged retentions
of title are inadmissible.

16. Applicable law; contract language; place of juris-
diction

16.1 The law of the Federal Republic of Germany shall ap-
ply exclusively to these GTCPs and the contractual re-
lationship entered into between the Client and the
Contractor, to the exclusion of the UN Convention on
Contracts for the International Sale of Goods (CISG).
Commercial clauses shall be interpreted according to
the respective, valid Incoterms — ICC, Paris.

16.2 The contract language is German. Other translations
are irrelevant for the interpretation.

16.3 The place of jurisdiction shall be Ludwigshafen am
Rhein, unless overriding statutory provisions apply, in
particular if an exclusive jurisdiction is given.

B. Special provisions for supply contracts

17. Scope
The provisions set out in Section B supplement the
aforementioned provisions for all contractual relation-
ships entered into between the Client and the Contrac-

tor that involve the delivery of goods or in which the
delivery of goods is the main focus.

General Terms and Conditions of Purchase

18.
18.1

18.2

18.3

18.4

19.
19.1

19.2

19.3

19.4

PFALZWERKE

Packaging, shipping and delivery

The most favourable transport options for the Client
shall be selected, unless the Client has expressly
specified certain transport regulations.

The Contractor shall package the goods that the Client
has ordered in a manner that is safe for transport and
in accordance with other specific requirements in ac-
cordance with the German Ordinance on the Preven-
tion and Recycling of Packaging Waste, as amended.
At the Client’s request, the Contractor shall take back
packaging at its own expense.

The Contractor shall only be entitled to provide partial
deliveries / services with the Client’s prior written con-
sent.

The Contractor and, if applicable, its vicarious agents
shall take over the Client’s loading obligations under
Section 412 of the German Commercial Code (HGB)
and shall ensure that loading takes place in an opera-
tionally safe manner. The load shall be secured in ac-
cordance with the statutory regulations. The Contrac-
tor shall indemnify the Client against liability in this re-
spect. The resources required to secure the

load — such as belts, straps, wedges and other re-
sources — shall be provided by the Contractor. The Cli-
ent reserves the right to check that the load is properly
secured.

Delivery and performance time

Deliveries are subject to the ‘Incoterms’, as amended,
that are published by the International Chamber of
Commerce. The goods shall be delivered duty paid
(DDP) and at the agreed delivery time or, if agreed,
within the delivery period at the delivery location. In the
latter case, the Contractor shall take into account the
Client’s local public holidays.

Premature deliveries are not permitted without written
consent.

Following consultation with the Contractor, the Client
may task third parties with delivery at its own expense
if this has not already been contractually agreed and
the Contractor would otherwise be in default of perfor-
mance. The obligation to deliver on time shall also re-
main with the Contractor in this case and cannot be
transferred to the third party in relation to the Client.

The Client is entitled to change the delivery time and
location, as well as the type of packaging, at any time
by providing notification at least in text form and giving
a notice period of at least ten calendar days before the
agreed delivery date. The same shall apply to modifi-
cations to product specifications, insofar as they can
be implemented in the context of the Contractor’s or its
subcontractors’ normal production process without sig-
nificant additional expense, whereby in these cases
the notification period in accordance with the preced-
ing sentence shall be at least three calendar weeks.
The proven and reasonable additional costs that the
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Contractor incurred in each case due to the modifica-
tion shall be reimbursed on submission of evidence.

If such modifications result in delivery delays that are
unavoidable in the Contractor’s or its subcontractors’
normal production and business operations with rea-
sonable efforts, the originally agreed delivery date
shall be postponed accordingly. The Contractor shall
notify the Client in writing of the additional costs or de-
livery delays to be expected after careful consideration
in good time before the delivery deadline, but at least
within seven working days of receiving the modification
order.

If the day on which delivery must take place at the lat-
est can be determined based on the contract, the Con-
tractor shall be in default once this day has passed,
without any need for a reminder from the Client.

If delivery is delayed, the Client shall be entitled to the
statutory claims without restriction, whereby it may
only exercise its right of withdrawal or to assert claims
for damages in lieu of performance once a reasonable
grace period has expired without result.

The obligation to give notice of defects according
to Sections 377 and 378 of the HGB is substanti-
ated as follows:

For delivery of goods that the Client must examine in
accordance with Section 377 of the HGB, the period
for examining and reporting an obvious defect in the
goods is two weeks from receipt of delivery. The notifi-
cation period for latent defects is two weeks from dis-
covery of the same. In any case, quality and quantity
deviations shall be deemed to have been reported in
good time if they are reported to the Client within ten
working days of receipt of the goods. Latent material
defects shall, in any case, be deemed to have been re-
ported in good time if the Client is notified within seven
working days of discovery.

Liability for defects

The statutory claims shall apply to defects in goods
delivered by the Contractor.

If several similar parts of a delivery exhibit defects, this
shall constitute impermissible partial performance. In
the case of such impermissible partial performance,
the Contractor shall be obligated to take back all parts
of this delivery — including those parts for which no
specific defect has yet been identified.

Warranty claims shall not waived through acceptance
or approval of submitted samples or specimens.

When the Contractor receives the written notification of
defects, the limitation period for warranty claims shall
be suspended until the Contractor rejects claims or de-
clares the defect to be remedied or otherwise refuses
to continue negotiations on the Client’s claims. In the
case of replacement delivery and rectification of de-
fects, the warranty period for replaced and repaired
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parts shall start all over again, unless it had to be as-
sumed from the Contractor’s conduct that it did not
consider itself obligated to take the measure, but in-
stead only carried out the replacement delivery or rec-
tification of defects as a gesture of goodwill or for simi-
lar reasons.

The Contractor is responsible for all claims asserted by
third parties due to personal injury or property damage
that is attributable to a defective product that it deliv-
ered, and it is obligated to indemnify the Client against
any liability resulting therefrom. If the Client is obli-
gated to carry out a recall action vis-a-vis third parties
due to a defect in a product that the Contractor deliv-
ered, the Contractor shall bear all costs associated
with the recall action.

The Contractor warrants that the goods it delivers cor-
respond to the contractually owed goods and have the
performance and quality characteristics assumed for
the usual or contractually intended purpose of use. Un-
less the Parties have agreed on deviating require-
ments for the goods elsewhere, the descriptions in the
Contractor’s catalogue documents shall be deemed to
have been agreed.

If the Contractor fails to remedy the defects within the
reasonable period set following the Client’s first notifi-
cation of defects, the Client shall be entitled — without
further warning and without setting a grace period — to
remedy the defects itself or have them remedied by
third parties and to deduct the costs incurred from the
Contractor’s invoice amounts or to charge them to the
Contractor.

The Contractor is obligated to inform the Client of any
warranties that it is entitled to from its upstream suppli-
ers and to assign the same to the Client or, if they can-
not be assigned due to the warranty conditions, to ex-
ercise the same in favour of the Client at the Client’s
request.

Arrangements concerning service level agreements
(‘SLASs’) shall also apply in favour of the Client without
prejudice to other rights.

Part C Special regulations for services under work and

22.

23.
23.1

construction contracts
Scope

The provisions set out in Section C supplement the
provisions set out in Section A for all contractual rela-
tionships entered into between the Client and the Con-
tractor that relate to services under work and construc-
tion contracts. To improve legibility, the term ‘services
under construction contracts’ shall be consistently
used below.

The Contractor’s services

The Contractor shall ensure that the specifically com-
missioned service is a success.
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23.2

23.3

23.3.1

23.3.2

23.3.3

23.3.4

23.3.5

23.3.6

23.3.7

Responsibility for fulfilment of the service owed lies
with the Contractor. The Contractor has the authority
to issue instructions to its employees.

The following services are also included in the scope
of services and are covered by the Contractor’s
agreed remuneration:

Recording the condition of the property and/or the
existing stage of construction before the com-
mencement and following completion of the work
and, if necessary, documentation relating to the
public roads and the ground surfaces;

Fulfilling all standards under public law, obligations,
ancillary provisions and conditions from the building
permit, insofar as the Contractor’s scope of ser-
vices is affected. The Contractor must completely
check the building permit with regard to the scope
of services it has assumed;

Providing, installing and maintaining the equipment,
machines, tools, means of transport, scaffolding,
temporary bridges, braces, barriers, energy supply
facilities (such as electricity, water and gas), light-
ing systems, safety fences and other social and
sanitary facilities necessary for the proper and
timely performance of the construction work, as
well as the establishment of storage areas and ac-
cess roads and everything else that is necessary
for the proper performance of the work;

Using areas outside the property for construction
site facilities, storage areas, etc., removing artesian
and carrying water; assuming fees incurred for the
above measures, insofar as is necessary for the
Contractor’s services. In this respect, the Contrac-
tor shall assume the risk of any impairment and/or
damage to neighbouring properties and buildings
as a result of any breaches of its contractual obliga-
tions.

Until acceptance, the Contractor shall be responsi-
ble for its duty to implement safety precautions and
its duty to perform cleaning, clearing and gritting on
the construction site and in the area affected by the
construction project, insofar as this relates to the
Contractor’s contractually assumed scope of ser-
vices.

The Contractor is obligated to attend construction
meetings through legal or adequately authorised
representatives.

The Contractor is obligated to independently and
under its own responsibility check any preliminary
work performed by other contractors or by the Cli-
ent itself before the commencement of construction
work to ensure that it is suitable for the perfor-
mance of its own services, and to notify the Client
without delay and in writing of any relevant con-
cerns following identification.
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The Contractor is responsible for coordinating the
location and timing with the other companies in-
volved in the construction work. The Contractor is
obligated to coordinate the other participants’ work
with its own services such that there are no disrup-
tions to the construction process. The Contractor is
responsible for safely observing the height and
fixed points, axes, cornerstones and other mark-
ings.

If construction work has to be interrupted due to the
weather, the Contractor shall be obligated to pro-
vide at its own expense appropriate protection for
its completed services (including partial services)
against frost, snow and other weather conditions.

0 Construction rubble, packaging material and other
waste shall be removed from the construction site
daily or as instructed by the Client, as well as after
completion of the work, and in particular disposed
of in accordance with the statutory and regulatory
requirements. These services are covered by the
all-inclusive price or the respective unit prices. If
this does not happen despite a written request, the
Client’s site manager shall be authorised to have
the construction rubble, packaging material or other
waste removed by third parties. The costs incurred
for this shall be deducted from the invoice amount.
The site manager’s photographic documentation
with proof of the date and proof of the correspond-
ing disposal costs shall constitute sufficient evi-
dence for the deductions.

Samples and specimens of construction products, ma-
terials and parts proposed by the Contractor and in-
tended for use shall be delivered and installed by the
Contractor. At the Client’s request, the Contractor shall
provide inspection and production certificates for these
construction products, materials and parts. The costs
for this are covered by the agreed all-inclusive price
and the agreed unit prices or expense allowances, un-
less agreed otherwise.

24. The Contractor’s obligations

24.1

24.2

24.3

The Contractor undertakes to appoint in writing a re-
sponsible and authorised representative who shall be
present on the construction site during service provi-
sion and who is entitled and obligated to attend the
construction meetings ordered by the Client, to receive
instructions and explanations from the Client and to ar-
range all the necessary measures.

The Contractor shall appoint a site manager / special-

ist engineer, if applicable, in accordance with the rele-
vant state building regulations, at least two weeks be-

fore work is scheduled to commence and shall provide
the same when work commences.

The site manager / specialist engineer and the site
foreman must be proficient in the German language,
both spoken and written. The Contractor’s responsible
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24.4

245

24.6

24.7

site manager or the Contractor’s site foreman who is
responsible for the construction site must be present
on the construction site at all times during normal
working hours. They must be contactable by telephone
outside of normal working hours.

The Client is entitled to demand replacement of indi-
vidual members of the technical supervisory team or
other workers that the Contractor employs if there is
due cause for this. Due cause shall exist in particular if
the worker has repeatedly proven to be professionally
unsuitable vis-a-vis the Client or the local site man-
ager.

At the Client’s request, the Contractor undertakes to
provide evidence that it is meeting its ongoing obliga-
tions vis-a-vis social insurance institutions, the Em-
ployers’ Liability Insurance Association and tax author-
ities by submitting appropriate income threshold and
clearance certificates.

The Contractor is obligated to keep a daily site journal
for and about the services that it is to provide and to
submit this to the Client or its authorised representa-
tive on a weekly basis. The daily reports in the site
journal must contain all the information that is relevant
to performance of the contract and invoicing, e.g. per-
formance status, construction progress, weather, num-
ber and type of employees working on the construction
site, number and scope of large machines used, start
and end of larger-scale measures, acceptances, inter-
ruptions to working time stating the reasons, acci-
dents, official orders and other particular incidents.
The Contractor shall operate systems that require op-
eration and/or monitoring under its own responsibility
until acceptance.

25. Changes to services

251

25.2

25.3

The Contractor shall perform services that are not
agreed in the contract, result from a change during
performance of work or are an additional service at the
Contractor’s or its site-supervising architects’ request.
The Client shall inform the Contractor in good time of
any special requests / changes to services, and the
Contractor shall submit a verifiable quote to the Client
in writing within one week, presenting and indicating
the duration of the work performance, the impact on
the performance deadlines (start, intermediate and fi-
nal completion dates), the construction process and
pricing, as well as disclosing any quotes from third par-
ties. Work performance may only commence once the
Client has approved the supplementary / modified ser-
vice in writing.

The right to a modified price or additional remuneration
must, in any case, be announced before the construc-
tion work commences.

The additional prices are to be determined based on
the original calculation and the actual additional and
reduced costs, as well as any surcharges. The Client
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may require the Contractor to provide its original calcu-
lation for the construction project to the Client in a
sealed envelope during order placement.

At the Client’s written instruction, the Contractor is obli-
gated to perform the services even without a remuner-
ation agreement. The Contractor may only refuse to
perform the services in the case of modification to the
agreed work result if the Contractor performance is un-
reasonable for the Contractor. In all other cases, the
Contractor shall have no right to refuse performance in
the case of changes to services.

Acceptance

All of the Contractor’s services must be formally ac-
cepted. Acceptance by use, constructive acceptance,
or implied acceptance is excluded.. This shall also ap-
ply to any acceptance of defect remediation work. Sec-
tion 640 (2) of the BGB is excluded. There is no enti-
tlement to partial acceptance. The fulfiiment of owed
partial successes does not constitute partial ac-
ceptance and has no impact on acceptance.

The Contractor shall give written notice of completion
of the contractual services, adhering to a notice period
of 4 (four) weeks. Acceptance shall take place within 6
(six) weeks of completion of all of the Contractor’s ser-
vices in accordance with these general contractual
terms and the contract for construction services and
the remediation of material defects.

The Client shall prepare a dated acceptance report on
the acceptance that records the Parties’ findings and
declarations, as well as all defects and remaining work
(= list of defects) and the completion deadline. Unilat-
eral and/or disputed findings or declarations shall be
indicated accordingly. It shall be noted in the report
whether the contractual services are accepted or not.
The acceptance report shall be signed by both Parties
at least electronically. A simple digital signature is suf-
ficient.

The Client is entitled to refuse acceptance if the ser-
vices exhibit material defects.

Acceptance shall be preceded by commissioning, a
test run and performance tests by the Contractor. The
tests to verify compliance with the performance re-
quirements or special quality requirements as defined
by the respective individual contract shall be carried
out in consultation with the Client as part of the test
run, provided that this is not impaired as a result. Evi-
dence not provided during the test run can be provided
within two weeks of completion of the test run.

Until successful acceptance, the management and im-
plementation of and responsibility for commissioning,
the test run and verification of performance data and
special quality requirements shall lie with the Contrac-
tor. Until such time that successful formal acceptance
takes place, ownership, risk and full responsibility for
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26.8

26.9

27.

271

27.2

27.3

both the equipment and operation also lie with the
Contractor.

The prerequisites for successful acceptance include
successful completion of a test run. Once the Contrac-
tor has completed the services in full, it shall notify the
Client in writing. Acceptance through conclusive con-
duct is excluded, particularly through the mere use or
commissioning of such services under the works con-
tract or economic use in the context of the test run.
The third sentence of Section 640 (1) of the BGB shall
remain unaffected. This provision shall not apply to
such contracts where acceptance is excluded for fac-
tual and technical reasons.

A written report of the acceptance test shall be pre-
pared and signed by both Parties.

For the functionality and performance of technical
equipment and any necessary machinery, the full func-
tionality and performance of which can only be
checked after commissioning, additional acceptance
shall be carried out in each case as follow-up ac-
ceptance. Agreement concerning such follow-up ac-
ceptance does not otherwise prevent acceptance in
other respects. However, the burden of proof for free-
dom from defects shall remain with the Contractor until
the respective follow-up acceptance for the functional-
ity and performance of the technical equipment and
machinery. The other effects of acceptance shall come
about on acceptance. Follow-up acceptance to deter-
mine the functionality and performance of the charging
stations shall only be carried out once the charging
stations have been operational for an entire winter (1
October to 30 April).

Service requirements and the Client’s rights arising
from defects

The Contractor guarantees that its services and the
services provided by any third parties or vicarious
agents it engages have the contractually assured
properties, comply with the other provisions set out
both in the contract and recognised engineering prac-
tices and are not affected by defects that cancel or re-
duce the value or suitability for the ordinary use or the
use assumed under the contract for construction ser-
vices. The Contractor must accept responsibility for the
negligence of its employees and any of its subcontrac-
tors’ employees as if it were its own negligence. All
subcontractors are the Contractor’s vicarious agents
as defined by Section 278 of the BGB.

The Contractor’s liability for defects is governed by the
statutory provisions. The warranty periods are five
years and three months after legal acceptance of the
work that the Contractor owes.

The Contractor is obligated to remedy defects during
the construction period immediately after becoming
aware of them, at the latest after being requested to do
so by the Client or its authorised representative. After
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receiving a notification of defects, the Contractor shall
immediately commence remediation of defects without
delay and inform the Client of the nature in which the
defects are to be remedied.

The Contractor hereby assigns to the Client, which
hereby accepts the assignment, any claims for defects
that the Contractor has against downstream contrac-
tors or subcontractors that it engaged, subject to the
following conditions precedent, each of which is sepa-
rate and suspensive:

e The Contractor’s warranty has expired and
subcontractor’s warranty continues.

e Insolvency proceedings have been instituted
against the Contractor’s assets and collective
bankruptcy proceedings have been instituted
against its total property.

e The Contractor shall be deemed to be in de-
fault when reported defects are remedied after
an adequate grace period.

o However, the agreement with the downstream
contractors or subcontractors shall not affect
the Contractor’'s own warranty obligation.

The Client is entitled to assign its claims — in particular
those due to defects — to third parties, but shall, in any
case, remain entitled to assert these rights itself
against the Contractor, whereby double claims against
the Contractor shall be excluded or ruled out.

C. Special terms and conditions for IT services

28. Scope

28.1

28.2
28.2.1
28.2.2

28.2.3
28.24
28.25

28.2.6
28.3

The provisions set out in Section C supplement the

provisions set out in Section A for all contractual rela-

tionships entered into between the Client and the Con-

tractor that relate to IT services.

IT services include the following in particular:
Provision of software / hardware;

Programming services under works contracts (for
standard and custom software);

Development of work results;

Cloud services;

Maintenance and support services for software /
hardware;

Other IT services

The term ‘standard software’ refers to software or soft-
ware systems that the Client can lease or purchase as
ready-made products and that the Contractor has de-
veloped for a large number of clients. The term ‘cus-
tom software’ refers to software or a software system
that has been developed and/or adapted specifically
for the Client’s requirements and needs and can only
be used by the Client.
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28.4 Work results as defined by this Part D refer to all per-
formance results or performance objects that the Con-
tractor creates as part of the fulfilment of its contrac-
tual obligations or in connection therewith, or that are
related to its service for the Client during the term of
the contract. Work results particularly include the fol-
lowing: software, databases, object and source codes,
documentation in all forms, inventions, logos and mar-
keting material. Also included are websites, layouts,
graphics, frontends, backends, user interfaces, fea-
tures, concepts, studies and analyses.

28.5 Section 536b of the BGB shall not apply in the case of
temporary provision of software and/or temporary use
of software (e.g. SaaS). The transfer of risk shall take
place when the leased software is handed over or ac-
cess to the software is granted.

29. Rights

29.1 Allrights to individually created work results — such as
software developments for the Client (including custom
software) — accrue exclusively to the Client. As the
holder of these rights, the Client has the exclusive
right, but not the obligation, to apply for intellectual
property rights to work results.

29.2 Insofar as a transfer of rights to custom software or
work results is not possible for legal reasons, the Con-
tractor shall grant the Client exclusive, freely transfera-
ble and freely sub-licensable rights of use for all types
of use (including unknown types of use) that are unre-
stricted in terms of territory, subject matter and time.
This includes the following in particular:

29.2.1  The right to make work results available by means
of telecommunication facilities, using mobile de-
vices or using mobile applications for on-demand
access, for download and for reproduction, the so-
cial media right and the right to make the work re-
sults accessible to the public, in each case regard-
less of the type of transfer channel or form of trans-
fer. They shall apply to access by all conceivable
terminal devices;

The multimedia right — i.e. the right to reproduce
and distribute the performance results on analogue,
digital and other data, audiovisual and/or sound

29.2.2

carriers of all kinds for the purpose of non-public re-

production (in particular sale, leasing and lending).

This right encompasses all storage media;

The right to make alterations, adaptations or other

transformations, to use the work results in the origi-

29.2.3

nal or in an altered, translated, edited or redesigned

form on any medium and to have them used by
third parties;

The right to distribution or sale either for payment
or free of charge over all sales channels, including
as downloads over the internet or as a mobile app;

29.2.4

29.2.5 The right to permanent or temporary reproduction,

either in whole or in part, by any means and in any
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form, in particular for loading, running, permanent
or temporary storage on electronic or 17 electro-
magnetic or other storage media, such as hard
drives, RAM, DVD, memory cards, etc.;

The advertising rights — i.e. the right to use the
work results for advertising purposes. Unless
agreed otherwise on a case-by-case basis, the
Contractor shall waive the right to be named as the
author in the software or in other work results. Fol-
lowing consultation with the Client, the Contractor
may be named in the documentation in the manner
customary in the data processing sector with a sur-
name and one letter of a first name.

The Contractor shall ensure that its employees, its ex-
ecutives and third parties that the Contractor engages
for the service provision (subcontractors) grant the Cli-
ent rights to the same extent as set out in the above
sections. The same shall apply in the case of any use /
engagement of the Contractor’s subcontractors and/or
suppliers. Where applicable, the Contractor is obli-
gated to label the delivered work results such that the
Client can recognise which parts of the software were
developed specifically for the Client, which parts form
part of the standard software and which parts are or
contain open-source components. Object and source
codes for custom software created for the Client shall
be handed over to the Client together with the code
keys and complete and factually correct documenta-
tion. The handover of the software’s object and source
codes as standard software itself is excluded. The
Contractor shall grant the same rights of use to deliv-
ered or implemented / integrated standard software
and/or standard software used, shared or provided
through service provision as a non-exclusive right of
use that can be transferred to affiliated companies as
defined by Sections 15 et seq. of the German Stock
Corporation Act. The granting of rights shall remain
unaffected by the termination of the contract (for what-
ever reason) and shall continue to apply indefinitely
and without restriction beyond such termination, un-
less the contract contains other provisions regarding
the term. The Client may generally install software on
several devices and have several people use it at the
same time, unless agreed otherwise.

The Client accepts the transfer of rights or the granting
of rights of use on conclusion of the contract.

The aforementioned transfers or granting of rights to
work results are compensated for by payment of the
agreed remuneration.

30. The Contractor’s obligations

30.1

IT services shall be provided according to the state of
the art at the time the contract is concluded and by
personnel who are qualified to provide the contractual
services.
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30.2

30.3

30.4

30.5

31.

311

The Contractor shall always hand software over to the
Client together with its associated user documentation,
regardless of whether the software is custom or stand-
ard software. The user documentation shall be de-
signed such that the average user can use the soft-
ware without the Contractor’s support, and that an IT
specialist is able to install the software and ensure op-
eration of the software.

For custom software, the Contractor shall also provide
the Client with programming documentation and the
development tools required for processing the custom
software.

The Contractor shall ensure that the software does not
contain any functionalities that make it possible to
weaken, circumvent or switch off security functions
and that were not made known to the Client in writing
prior to handover. It shall further ensure that the hard-
ware and software do not enable unauthorised third
parties to gain access to the Client’s systems or data
without the latter’s consent.

The Contractor shall ensure that the software complies
with the statutory provisions. In particular, if the Con-
tractor uses the software for clients, it must be ensured
that the software has the technical prerequisites nec-
essary for the Client to meet its obligations vis-a-vis its
customers. One example of this is the German Acces-
sibility Improvement Act.

Handover, functional test and acceptance of cus-
tom software

Prior to handing over the custom software to the Cli-
ent, the Contractor shall thoroughly verify that the ser-
vices meet all contractually stipulated requirements,
particularly the agreed-upon functionalities.. If the Cli-
ent’s involvement is necessary for this, the Contractor
shall inform the Client to this effect in good time.
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The custom software shall be handed over to the Cli-
ent at the contractually agreed time after implementa-
tion for the purpose of carrying out a functional test. A
report in text form that records the performance of the
functional test and its result shall be prepared. The re-
port shall be signed by the Contractor and the em-
ployee appointed by the Client.

If no material defects are found during the functional
test, the Client shall be obligated to declare ac-
ceptance. The Contractor shall then carry out the brief-
ing at the contractually agreed time. Both the ac-
ceptance and the completed briefing shall be con-
firmed in text form in accordance with the above provi-
sion.

If the functional test reveals significant functional im-
pairments or complaints (defects, in particular those of
defect classes 1 and 2 according to Annex 1), the Cli-
ent shall be entitled to refuse acceptance. In this case,
the Contractor is obligated to remedy the defects with-
out delay, but at the latest within a reasonable period
of time. This shall be followed by a new functional test.
If this is successful, (28.3) shall apply accordingly.

If the functional test needs to be postponed for rea-
sons attributable to the Contractor, and if this post-
ponement is longer than seven calendar days, the Cli-
ent shall be entitled to demand a contractual penalty of
0.5% of the total remuneration per calendar day or part
thereof of the delay, up to a maximum of 5% of the net
order value. The Client reserves the right to prove
higher damages. The contractual penalty shall be off-
set against any higher claim for damages. The Con-
tractor reserves the right to prove that no damage at
all or only substantially less damage was incurred. If a
contractual penalty has been incurred, the Client shall
be entitled to offset this against the amount indicated
on the final invoice.
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Information Security

The following “general obligations” regarding information security must always be adhered to by the con-
tractor for all services provided—regardless of whether they are expressly included in the specific con-
tract. If individual obligations apply exclusively to IT operations or IT system development services, this is
stated in the relevant sections below.

General Obligations regarding Information Security (Generally Applicable)

The contractor is obliged to comply with the following information security requirements and to obligate or
instruct its employees and subcontractors accordingly. In this context, “information security” refers not only
to the technical processing of information via IT systems but expressly includes any procedural or organi-
zational processing of information, including outside of IT-based procedures.

(1) The contractor shall regularly review information systems within its area of responsibility used in the

provision of contractual services for compliance with the agreed information security requirements.

(2) The contractor shall take the agreed information security requirements into account when acquiring

new information systems or improving existing systems used for providing the contractual services.

(3) The contractor shall inform the client without delay about any security incidents that could negatively
affect the information security of contractual services, coordinate handling of such incidents with the
client, and provide the client in a timely and appropriate manner with all necessary and, where avail-
able, additionally requested information to enable the client to fulfil its legal reporting obligations.

(4) The contractor shall respect the information classifications provided by the client (as defined below)
and ensure that such information is handled in accordance with the client’s specifications within the

contractor’s internal processes.

(5) The contractor shall ensure that only its employees and those of its subcontractors who are directly

involved in the provision of the contractual services have access to the client’s information.

(6) If the contractor uses subcontractors for parts of the service, it shall ensure and monitor their compli-
ance with the information security requirements of the relevant contracts.

(7)  The contractor shall bind its employees in such a way that any confidentiality obligations arising from
the contract remain valid beyond the termination of the contract, the employee’s involvement in the

service, or the end of the employee’s employment.

(8) In addition to the contractor's own monitoring of the agreed information security measures, the client
is entitled to conduct external audits of these measures relating to the contractual services. The con-

tractor is obliged to cooperate. Audits must be announced at least 30 working days in advance.
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General Obligations for Information Security (IT Operations and Development Services)

If the contractor provides IT operations or development services, the following additional obligations ap-
ply—regardless of whether they are explicitly included in the specific contract:

(9) The contractor shall implement appropriate detection, prevention, and recovery measures against

malware for all tools and systems under its responsibility, including adequate staff training.

(10) The installation of software on IT systems used in contractual services and within the contractor's

area of responsibility shall only take place following a formal internal process.

(11) The contractor shall adequately secure all information required to provide the contractual services

and protect against adverse impacts on information security.

(12) The contractor shall review and evaluate all changes to information systems used in the provision of

contractual services before going live, in order to avoid negative impacts on information security.

(13) All contractual specifications regarding secure system development from both the client and contrac-
tor shall apply throughout the entire development lifecycle (e.g., separate development, testing, and
production environments; secure handling of test data; component testing; formal commissioning and
decommissioning; source code management, etc.). Required security features shall be evaluated
during development. The provision, operation, and use of any required development and test envi-

ronment shall be governed by the respective individual contract or project agreement.

(14) The contractor shall restrict access to any source code it develops for programs related to the con-

tractual services within its responsibility and in accordance with applicable legal provisions.

Classification and Handling of Information
To ensure proper protection, the client classifies information into the following categories:

e  Public

e Internal

e  Confidential

The information owner within the client organization is responsible for the correct classification.
General Provisions

Information classified as “internal” or higher must only be transmitted or stored on mobile data carriers
(e.g., USB drives) in encrypted form. Secure encryption methods compliant with the latest state of the art
(e.g., BSI TR-02102) must be used. Exceptions require the client's explicit approval. When transporting
data between locations, such media must always be encrypted.
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Public Information

Information marked as “public” may be freely shared with third parties. No special disposal requirements
apply.
Internal Information

Internal information may be accessed by all employees belonging to the client organization. Disclosure to
third parties is only permitted with the prior explicit approval of the responsible contact person at the cli-
ent’s side and provided that appropriate confidentiality agreements have been made with the external
party. The transfer of internal information for the purpose of fulfilling the contract is permitted to the extent
that this is implicitly agreed in the contract. If information has not yet been classified, it shall generally be
treated as internal information. Documents or data carriers containing internal information must not be left
visible and accessible to unauthorized persons on desks and must be locked in a cabinet at the end of the
working day. If documents are displayed in a room (e.g., on walls) and cannot be stored away without con-
siderable effort, the room must be locked. Internal information is subject to specific disposal requirements.
Paper-based documents must be destroyed using a shredder that meets at least security level 21. Rewrit-
able data carriers containing internal information must be deleted before disposal. This requirement does
not apply to encrypted data carriers. Non-rewritable data carriers must be physically destroyed (e.g.,
shredded).

Confidential Information

Confidential information is subject to special protection within the company. Data classified as confidential
is, by default, exclusively accessible to the information owner (the client), who explicitly decides on the
storage location, permitted usage, and authorized user group. Disclosure of confidential information to
third parties is only permitted if a non-disclosure agreement has been concluded and the prior consent of
the information owner has been obtained. Documents and data carriers containing confidential information
must not be left visible and accessible to unauthorized persons on desks and must be locked in a cabinet
when leaving the workstation for an extended period, such as during meetings, lunch breaks, or at the end
of the working day. If documents are displayed in a room (e.g., on walls) and cannot be stored away with-
out considerable effort, the room must be locked. The electronic exchange of confidential information via
public networks or its storage on publicly accessible systems must always be encrypted. State-of-the-art
encryption methods (e.g., BSI TR-02102) must be used. The contractor is responsible for implementing
the necessary measures within its own area of responsibility. Sending emails containing confidential infor-
mation or documents is only permitted in encrypted form using agreed-upon methods (e.g., SIMIME).
Emails with confidential content must be clearly marked as such. However, the subject line must not indi-
cate the classification; instead, the first line of the message body must include the label “Confidential”
(e.g., “Classification: Confidential”). Confidential information is also subject to specific disposal require-
ments. Paper-based documents must be destroyed using a shredder that meets at least security level 32.
Rewritable data carriers containing confidential information must be overwritten at least once using a bit
pattern. Alternatively, physical destruction of the media is permitted. This requirement does not apply to
encrypted data carriers. Non-rewritable data carriers must be mechanically destroyed (e.g., shredded).

1 In accordance with DIN 66399
21n accordance with DIN 66399
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